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It has been a bountiful year for investigative journalists and the bureaucratic leaks upon which they depend.  It has also been a bountiful year for open and public questioning of administration policy by officials and former officials.  
After thirty years we finally learned the identity of deep throat.  Mark Felt, second in command at the FBI at the time, was the source of critically important Watergate leaks to Bob Woodward.  The muck-raking journalist Jack Anderson, one of the great all-time leak-catching buckets, died this year.  Anderson, who may hold the record for shining the light on hidden governmental mischief, left dozens of boxes of files, files the Department of Justice is now suing to acquire, claiming they may include state secrets.  New York Times journalist Judith Miller spent several weeks in jail for refusing to reveal to a grand jury the name(s) of the source of the leak of the name of  CIA covert operative Valerie Plame Wilson.  The leak, it turns out, was from “Scotter” Libby, Vice President Cheney’s chief of staff. He has been indicted for lying to a grand jury about the leak.  Libby has now indicated that he leaked Plame Wilson’s name either with the approval of or on the instructions of the Vice President.  Mary McCarthy, a top CIA official, has been fired after she was alleged to have leaked secret information to the media.  Based on unidentified sources the press has ongoing stories about the torture of prisoners, secret American kidnappings and prisons on foreign soil and unauthorized electronic surveillance of Americans.  And, retired CIA officials as well as high ranking retired military leaders are now seen regularly on television in open criticism of the conduct of the war in Iraq and of Donald Rumsfeld, the Secretary of Defense. 
What are the public administration lessons that can be learned from this bounty of bureaucratic leaks?

History teaches us that bureaucratic leaks of classified material are extremely serious business.  Equally serious however are ham-handed attempts to prevent leaks.  It was, after all, the leak of the Pentagon Papers and subsequent attempts by the Nixon administration to stop leaks that led to organizing the “plumbers,” to the Watergate break in, to a cover-up,  and ultimately to the President’s resignation.  Contemporary leaks of the classified authorization of prisoner torture, the practice of kidnapping suspected terrorists and keeping them in secret prisons abroad, and of telephone and other electronic surveillance of Americans, are the modern equivalent of the leak of the Pentagon Papers in the Watergate era.  Do those who have engaged in these leaks have moral legs to stand on?

It depends.  Dennis F. Thompson argues that under certain circumstances some forms of official dissent from policy, such as leaks, are morally acceptable.   Thompson says that when bureaucrats take their dissent outside the organization and to the media it “usually depends, for its efficacy as well as its legitimacy, on the existence of some widely accepted standards to which dissenters can appeal outside the organization. . . . When dissenters oppose democratically elected officials, they must find ways to show that they are defending principles that all citizens would endorse.”  In separate works both John Rohr and David K. Hart describe these “principles that all citizens would endorse,” or “widely accepted standards,” as “American regime values.”   According to Hart, “it is a defensible proposition, in both the logic and philosophy or American regime values, that public administrators have the professional obligation to transcend administrative neutrality in any case in which public policy conflicts with regime values.  In everyday administrative practice, public administrators are obligated to be the defenders of the American regime values.”  

What, then, are these American regime values?  A good way to approach the subject is to recognize practices that could not be described as American regime values.  A reasonable person would assume, for example, that the torture or prisoners, unauthorized spying on American citizens, and the operation of secret prisons, violate American regime values.  
In his version of American regime values, Mark Lilla describes the traditional public administration ethos—a kind of collective professional morality—as grounded in the principles of democratic governance including a constitutionally based commitment to the rule of law and an understanding of and adherence to the rights and protections guaranteed in the Bill of Rights.  Lilla argues that the present issue for public administrators is the responsible use of discretion “especially in the federal government, and this . . . realm of action is profoundly moral in nature.”   After exhausting avenues of internal dissent regarding a secret governmental program or action that clearly violates American regime values, a public administrator could be morally justified by taking personal responsibility to leak information about that program or action.  
Is resignation the only way to take personal responsibility for leaking information regarding a secret program or action that clearly runs counter to American regime values?  Probably not.  Had Mark Felt resigned after his first meeting with Bob Woodward it would have taken much longer to unravel the Watergate scandal.  As James L. Sundquist points out in his brilliant “Reflections on Watergate:  Lessons for Public Administration,” the possibility that top public administrators might leak secret information regarding questionable programs and actions, serves as a very healthy check on governmental mischief.  This is one reason the Founders guaranteed a free press.

Is the morality of leaks to the media by public officials altered during times of war?  Certainly the importance of secrecy is increased during war time as are the stakes involved in choosing to leak or not to leak. War increases the tendencies of government to act in secret as the current war in Iraq (some prefer the war on terrorism) demonstrates.  It is important to remember that increases in governmental secrecy by the federal government are almost always met with increases in leaks.  This is particularly the case when the moral justification for the war is an open question.  The historical evidence further indicates that increases in leaks are almost always met with overly aggressive attempts to root out those who may have leaked to openly demonstrate the consequences to others who might be inclined to leak.  History shows that presidential administrations are as likely to get in trouble pursuing those who leak as they are suffering the consequences of leaks.  
  That lives may be threatened or may be saved because of a leak sharply increases the moral burden on any public official considering a leak.  But, as the Japanese interment in World War II demonstrates, war can be the justification for actions that were, in hindsight, glaringly unconstitutional.  In a similar way the Cold War against communism justified McCarthy era violations of civil liberties and widespread FBI wiretaps that are now generally thought to have been unconstitutional and morally wrong. Although presently justified on the basis of the war on terrorism, we may come in time to regard the torture of prisoners, the operation of “extraordinary rendition” based kidnapping and prisons abroad, and unauthorized wiretapping at home in the same way we now see the Japanese interment and the excesses of the McCarthy era.  And the American public would not have know about these things were it not for leaks.     
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